
 

   LEGAL PROTECTIONS FOR PUBLIC HEALTH OFFICIALS: DOXING 

Virginia Fact Sheet 

50-State Survey Summary  
Doxing involves collecting personal information about an individual, such as their home address and personal phone 
number, and publishing that information on the internet. This personal information may be used by viewers to send 
threatening mail or other harassing messages and to stage protests in front private residences. Nationwide, state and 
local public health officials working to protect the public from COVID-19 are on the receiving end of threatening and 
harassing conduct for simply fulfilling their duty to protect the public health. One form of such conduct is doxing. In 
response, the Network conducted research to examine whether the states and Washington, D.C., have criminal statutes 
or laws that establish private rights of action to punish individuals who engage in doxing that targets public health officials. 
Our research is presented in this chart. Thirteen states have adopted statutes to protect members of the public and/or 
those in certain professional occupations from doxing. Ten states protect all persons, Minnesota only applies to law 
enforcement officials, and Colorado and Oklahoma apply to a specific list of government officials. For example, Colorado’s 
law includes protections for “public health workers” and Oklahoma’s law applies to “public health officials.” Additionally, 
Kentucky offers both a criminal and civil remedy, Nevada and Oregon only have a civil remedy available, and the 
remaining ten states have enacted only criminal sanctions. States marked with an “x” have no such doxing statute.  

Below is more information on Virginia’s law.  

 

Use of a Person’s Identity with the Intent to 
Coerce, Intimidate, or Harass  

Virginia Crimes and Offenses, § 18.2-186.2 Use of a person’s identity with the intent to coerce, intimidate, or 
harass; penalty 

It shall be unlawful for any person, with the intent to coerce, intimidate, or harass another person, to publish the person's 

name or photograph along with identifying information as defined in clauses (iii) through (ix), or clause (xii) of subsection 

C of § 18.2-186.3, or identification of the person's primary residence address. Any person who violates this section is 

guilty of a Class 1 misdemeanor. 

https://www.networkforphl.org/wp-content/uploads/2022/03/Doxing-50-State-Survey-December-Final.pdf
https://1.next.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000040&cite=VASTS18.2-186.3&originatingDoc=N427D68F059FC11DF8D8FF8FC8DEB4E18&refType=SP&originationContext=document&transitionType=DocumentItem&ppcid=291b61645a8e4158a6ab6278a488f6e5&contextData=(sc.UserEnteredCitation)#co_pp_769e000062c66
https://1.next.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000040&cite=VASTS18.2-186.3&originatingDoc=N427D68F059FC11DF8D8FF8FC8DEB4E18&refType=SP&originationContext=document&transitionType=DocumentItem&ppcid=291b61645a8e4158a6ab6278a488f6e5&contextData=(sc.UserEnteredCitation)#co_pp_769e000062c66
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Any person who violates this section knowing or having reason to know that person is a law-enforcement officer, as 

defined in § 9.1-101, is guilty of a Class 6 felony. The sentence shall include a mandatory minimum term of confinement 

of six months. 

Relevant Definitions 

Virginia Crimes and Offenses, § 18.2-186.3 Identity theft; penalty; restitution; victim assistance 

“Identifying information” includes social security number, driver’s license number, bank account numbers, credit or debit 

card numbers, personal identification numbers, electronic identification codes, automatic or electronic signatures, and 

passwords. 

Penalties 

Virginia Crimes and Offenses, § 18.2-11 Punishment for conviction of misdemeanor 

A violation of § 18.2-186.2 where the victim is not a law-enforcement officer is a Class 1 misdemeanor punishable by 

imprisonment of up to one year and a fine of up to $2,500. 

Summary 

A person uses another person’s identity with the intent to coerce, intimidate, or harass, if they publish the person’s name 

or photograph along with identifying information including the person’s primary residence address with the intent to 

coerce, intimidate, or harass the person. If convicted, a person faces a fine of up to $2,500 and/or imprisonment up to one 

year. 

 

Template for Notifying Violators 

Below is a sample template for notifying individuals regarding their conduct relative to the code. 

Virginia Crimes and Offenses, § 18.2-186.2 prohibits publishing a person’s name or photograph along with identifying 

information such as their primary residence address with malicious intent. [Insert here a description of the conduct with a 

date – for example: On August 28, 2021, you shared the Virginia Health Commissioner’s address on Facebook.] This may 

constitute a violation of § 18.2-186.2. If convicted, you face a fine of up to $2,500 and/or imprisonment up to one year. 

• If the conduct is extreme, add: We have notified the [insert proper law enforcement agency] of this conduct.  

• If the conduct does not rise to the level of reporting, add: Should you repeat this conduct, we may report the 

matter to [insert proper law enforcement agency].  

 

 

 

 

 

 

https://1.next.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000040&cite=VASTS9.1-101&originatingDoc=N427D68F059FC11DF8D8FF8FC8DEB4E18&refType=LQ&originationContext=document&transitionType=DocumentItem&ppcid=291b61645a8e4158a6ab6278a488f6e5&contextData=(sc.UserEnteredCitation)

