
 

   LEGAL PROTECTIONS FOR PUBLIC HEALTH OFFICIALS: DOXING 

Utah Fact Sheet 

50-State Survey Summary  
Doxing involves collecting personal information about an individual, such as their home address and personal phone 
number, and publishing that information on the internet. This personal information may be used by viewers to send 
threatening mail or other harassing messages and to stage protests in front private residences. Nationwide, state and 
local public health officials working to protect the public from COVID-19 are on the receiving end of threatening and 
harassing conduct for simply fulfilling their duty to protect the public health. One form of such conduct is doxing. In 
response, the Network conducted research to examine whether the states and Washington, D.C., have criminal statutes 
or laws that establish private rights of action to punish individuals who engage in doxing that targets public health officials. 
Our research is presented in this chart. Thirteen states have adopted statutes to protect members of the public and/or 
those in certain professional occupations from doxing. Ten states protect all persons, Minnesota only applies to law 
enforcement officials, and Colorado and Oklahoma apply to a specific list of government officials. For example, Colorado’s 
law includes protections for “public health workers” and Oklahoma’s law applies to “public health officials.” Additionally, 
Kentucky offers both a criminal and civil remedy, Nevada and Oregon only have a civil remedy available, and the 
remaining ten states have enacted only criminal sanctions. States marked with an “x” have no such doxing statute.  

Below is more information on Utah’s law.  

Electronic Communication Harassment 

 

Utah Criminal Code, § 76-9-201 Electronic communication harassment  

(1) As used in this section: 

(a) “Adult” means an individual 18 years of age or older. 

(b) “Electronic communication” means a communication by electronic, electro-mechanical, or electro-optical 

communication device for the transmission and reception of audio, image, or text but does not include broadcast 

transmissions or similar communications that are not targeted at a specific individual. 

(c) “Electronic communication device” includes a telephone, a facsimile machine, electronic mail, a pager, a 

computer, or another device or medium that can be used to communicate electronically. 

(d) “Minor” means an individual who is younger than 18 years of age. 
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(e) “Personal identifying information” means the same as that term is defined in Section 76-6-1102. 

 

(2) Except to the extent the person's conduct constitutes an offense under Section 76-9-203, a person is guilty of 

electronic communication harassment and subject to prosecution in the jurisdiction where the communication originated or 

was received if with intent to intimidate, abuse, threaten, harass, frighten, or disrupt the electronic communications of 

another, the person: 

(a) 

(i) makes repeated contact by means of electronic communications, regardless of whether a conversation 

ensues; or 

(ii) after the recipient has requested or informed the person not to contact the recipient, and the person 

repeatedly or continuously: 

(A) contacts the electronic communication device of the recipient; or 

(B) causes an electronic communication device of the recipient to ring or to receive other 

notification of attempted contact by means of electronic communication; 

(b) makes contact by means of electronic communication and insults, taunts, or challenges the recipient of the 

communication or any person at the receiving location in a manner likely to provoke a violent or disorderly 

response; 

(c) makes contact by means of electronic communication and threatens to inflict injury, physical harm, or damage 

to any person or the property of any person; or 

(d) causes disruption, jamming, or overload of an electronic communication system through excessive message 

traffic or other means utilizing an electronic communication device. 

 

(3) A person is guilty of electronic communication harassment if the person: 

(a) electronically publishes, posts, or otherwise discloses personal identifying information of another individual in a 

public online site or forum with the intent to abuse, threaten, or disrupt the other individual's electronic 

communication and without the other individual's permission; or 

(b) sends a communication by electronic mail, instant message, or other similar means, if: 

(i) the communication references personal identifying information of another individual; and 

(ii) the person sends the communication: 

(A) without the individual's consent; and 

(B) with the intent to cause a recipient of the communication to reasonably believe that the 

individual authorized or sent the communication; and 

(iii) with the intent to: 

(A) cause an individual physical, emotional, or economic injury or damage; or 

(B) defraud an individual. 

 

(4) 

(a) Electronic communication harassment is a class B misdemeanor. 

(b) A second or subsequent offense of electronic communication harassment is a class A misdemeanor. 

 

(5) 

(a) Except as provided under Subsection (5)(b), criminal prosecution under this section does not affect an 

individual's right to bring a civil action for damages suffered as a result of the commission of an offense under this 

section. 

(b) This section does not create a civil cause of action based on electronic communications made for legitimate 

business purposes. 

 

Penalties 

https://1.next.westlaw.com/Link/Document/FullText?findType=L&pubNum=1000511&cite=UTSTS76-6-1102&originatingDoc=N929B44E0A79F11EBAC70A0D777BB43BD&refType=LQ&originationContext=document&transitionType=DocumentItem&ppcid=ce139e3f46664b3c84816109eb7009e0&contextData=(sc.Default)
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Utah Criminal Code, § 76-3-204 Misdemeanor conviction – Term of imprisonment 

The first violation of § 76-9-201 is a class B misdemeanor punishable by imprisonment of up to six months. Any 

subsequent violation of § 76-9-201 is a class A misdemeanor punishable by imprisonment of up to 364 days. 

Utah Criminal Code, § 76-3-301 Fines of individuals 

The first violation of § 76-9-201 is a class B misdemeanor punishable by a fine of up to $1,000. Any subsequent violation 

of § 76-9-201 is a class A misdemeanor punishable by a fine of up to $2,500. 

Summary 

A person engages in electronic communication harassment if they electronically publish, post, or otherwise disclose 

personal identifying information of another person in a public online site or forum with the intent to abuse, threaten, or 

disrupt the other person’s electronic communication. If convicted, a person faces a fine of up to $1,000 and/or 

imprisonment up to six months. 
 

Template for Notifying Violators 

Below is a sample template for notifying perpetrators regarding their conduct relative to the code. 

Utah Criminal Code, § 76-9-201 prohibits electronically posting or sharing personal identifying information of another 

person online with malicious intent. [Insert here a description of the conduct with a date – for example: On August 28, 

2021, you shared the Utah Health Executive Director’s address on Facebook.] This may constitute a violation of § 76-9-

201. If convicted, you face a fine of up to $1,000 and/or imprisonment up to six months. 

• If the conduct is extreme, add: We have notified the [insert proper law enforcement agency] of this conduct.  

• If the conduct does not rise to the level of reporting, add: Should you repeat this conduct, we may report the 

matter to [insert proper law enforcement agency].  

 

 

 

 

 

 

 

 

 

 


