
 

   LEGAL PROTECTIONS FOR PUBLIC HEALTH OFFICIALS: DOXING 

Oregon Fact Sheet 

50-State Survey Summary  
Doxing involves collecting personal information about an individual, such as their home address and personal phone 
number, and publishing that information on the internet. This personal information may be used by viewers to send 
threatening mail or other harassing messages and to stage protests in front private residences. Nationwide, state and 
local public health officials working to protect the public from COVID-19 are on the receiving end of threatening and 
harassing conduct for simply fulfilling their duty to protect the public health. One form of such conduct is doxing. In 
response, the Network conducted research to examine whether the states and Washington, D.C., have criminal statutes 
or laws that establish private rights of action to punish individuals who engage in doxing that targets public health officials. 
Our research is presented in this chart. Thirteen states have adopted statutes to protect members of the public and/or 
those in certain professional occupations from doxing. Ten states protect all persons, Minnesota only applies to law 
enforcement officials, and Colorado and Oklahoma apply to a specific list of government officials. For example, Colorado’s 
law includes protections for “public health workers” and Oklahoma’s law applies to “public health officials.” Additionally, 
Kentucky offers both a criminal and civil remedy, Nevada and Oregon only have a civil remedy available, and the 
remaining ten states have enacted only criminal sanctions. States marked with an “x” have no such doxing statute.  

Below is more information on Oregon’s law.  

Improper Disclosure of Private information 

 

Oregon Revised Statutes, Ch. 300, § 1 Improper disclosure of private information 

(1) As used in this section: 

(a) “Disclose” includes, but is not limited to, transfer, publish, distribute, exhibit, advertise and offer. 

(b) “Injure” means to subject another to bodily injury or death. 

(c) “Harass” means to subject another to severe emotional distress such that the individual experiences anxiety, fear, 

torment or apprehension that may or may not result in a physical manifestation of severe emotional distress or a 

mental health diagnosis and is protracted rather than merely trivial or transitory. 

(d) “Personal information” means: 

(A) The plaintiff's home address, personal email address, personal phone number or social security number; 
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(B) Contact information for the plaintiff's employer; 

(C) Contact information for a family member of the plaintiff; 

(D) Photographs of the plaintiff's children; or 

(E) Identification of the school that the plaintiff's children attend. 

(e) “Stalk” means conduct constituting the crime of stalking under ORS 163.732 or conduct that would give rise to an 

action for issuance or violation of a stalking protective order under ORS 30.866. 

 

(2) A plaintiff has a cause of action for improper disclosure of private information if the plaintiff establishes by a 

preponderance of the evidence that: 

(a) The defendant, with the intent to stalk, harass or injure the plaintiff, knowingly caused personal information to be 

disclosed; 

(b) The defendant knew or reasonably should have known that the plaintiff did not consent to the disclosure; 

(c) The plaintiff is stalked, harassed or injured by the disclosure; and 

(d) A reasonable person would be stalked, harassed or injured by the disclosure. 

 

(3) A plaintiff who prevails in a claim under this section may recover: 

(a) Economic and noneconomic damages, as those terms are defined in ORS 31.710; 

(b) Punitive damages; 

(c) Injunctive relief; 

(d) Reasonable attorney fees; and 

(e) Any other appropriate equitable relief. 

 

(4) An action under this section must be commenced not later than two years after the conduct that gives rise to a claim 

for relief occurred. 

 

Penalties 

Oregon Revised Statutes, Ch. 300, § 1 Improper disclosure of private information 

The victim of a person who engages in the activity described in Ch. 300, § 1 may bring a civil suit against their alleged 

tortfeasor. If the victim is successful, they may be awarded damages, punitive damages, injunctive relief reasonable 

attorney fees, and/or any other appropriate relief. 

Summary 

A person improperly discloses private information if they cause another person’s personal information to be disclosed with 

intent to stalk, harass, or injure them and that person is stalked, harassed, or injured by the disclosure. This behavior 

subjects a person to civil liability.  

 

Template for Notifying Violators 

Below is a sample template for notifying perpetrators regarding their conduct relative to the code. 

Oregon Revised Statutes, Ch. 300, § 1 subjects a person who improperly discloses the personal, private information of 

another person with malicious intent, and the disclosure reasonably would and does cause the other person to be stalked, 

harassed, or injured. [Insert here a description of the conduct with a date – for example: On August 28, 2021, you shared 

the Oregon Health Director’s address on Facebook.] This may subject you to liability pursuant to Ch. 300, § 1. If found 

liable, you will be responsible for damages, attorneys fees, and/or subject to an injunction. 
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