
 

LEGAL PROTECTIONS FOR PUBLIC HEALTH OFFICIALS: 
TECHNOLOGY AND HARASSMENT 

Maryland Fact Sheet 

50-State Survey Summary  
“Harassment” refers to a course of conduct which threatens, annoys, alarms, or causes fear for another person. Public 
health officials are experiencing an influx of harassment by phone, email, and other electronic means. In response, the 
Network conducted research to examine whether the states and Washington, D.C., have criminal statutes to punish 
individuals who harass others by using technology. In each state, we have identified at least one statute which has 
applicability to the most common issues relating to technology and harassment experienced by public health officials 
during the COVID-19 pandemic. Note: The term “stalk” refers to a broader course of conduct than “harass” and is included 
and described in greater detail in the 50-state survey. In this survey, we include the following types of statutes:  

Criminal Harassment by Electronic Communications: Many states have statutes that criminalize conduct if a person 

specifically uses an electronic device to harass another. Each state with such a law is included in the 50-state survey.  

General harassment: Nearly every state has a statute that criminalizes harassment. In the definition of harassment, most 

states reference a course of conduct that includes the use of electronic communications. In states without a statute that 

exclusively criminalizes harassment by use of electronic communications, we included the state’s general harassment 

statute if it referenced an electronic course of conduct. However, in Missouri, Nevada, and Utah the general harassment 

statutes do not reference an electronic course of conduct. Similarly, Washington D.C. uses “stalking” instead of 

“harassment.” We opted to include these because there is no existing criminal harassment by electronic communications 

statute and the general harassment statute in these states is broad enough to encompass harassment by use of 

electronic communications.   

Cyberstalking: Stalking generally refers to willfully and repeatedly following or harassing another person which results in a 

fear of injury or death. Although “stalking” and “harassment” are similar, stalking is broader in definition. Some states have 

statutes which criminalize the use of technology and stalking. These are often referred to as “cyberstalking” and are 

included in the 50-state survey as well. 

Below is more information on Maryland’s Harassment by Electronic Communications laws:  

https://www.networkforphl.org/wp-content/uploads/2022/03/Technology-and-Harassment-Survey-Final-1.pdf
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Misuse of Electronic Communications and/or 
or Telephones  

Maryland Criminal Code, § 3-804. Misuse of telephone facilities and equipment 

(a) A person may not use telephone facilities or equipment to make: 
 
(1) an anonymous call that is reasonably expected to annoy, abuse, torment, harass, or embarrass another; 
(2) repeated calls with the intent to annoy, abuse, torment, harass, or embarrass another; or 
(3) a comment, request, suggestion, or proposal that is obscene, lewd, lascivious, filthy, or indecent. 

 
(b) A person who violates this section is guilty of a misdemeanor and on conviction is subject to imprisonment not 
exceeding 3 years or a fine not exceeding $500 or both. 

 

Penalties 

Maryland Criminal Code, § 3-804. Misuse of telephone facilities and equipment 

A violation of § 3-804 is a misdemeanor punishable by imprisonment up to three years and/or a fine up to $500. 

Summary 

A person may not use a telephone to make anonymous calls expected to annoy or harass another person, make repeated 

calls with intent to annoy or harass another person, or make obscene or indecent comments via telephone. If convicted, a 

person faces imprisonment up to three years and/or a fine up to $500. 

 

Template for Notifying Violators 

Below is a sample template for notifying perpetrators regarding their conduct relative to the code. 

 

Maryland Criminal Code, § 3-804 prohibits using a phone to engage in a course of conduct which threatens, alarms, or 
intimidates another. [Insert here a description of the conduct with a date – for example: On August 28, 2021, you 
contacted the Secretary of Health by phone ten times and shouted profanity during each call.] This may constitute a 
violation of §3-804. If convicted, you face imprisonment up to three years and/or a fine up to $500. 

• If the conduct is extreme, add: We have notified the [insert proper law enforcement agency] of this conduct.  

• If the conduct does not rise to the level of reporting, add: Should you repeat this conduct, we may report the 

matter to [insert proper law enforcement agency].  

 

Maryland Criminal Code, § 3-805. Misuse of electronic communication or 
interactive computer service 

(a)     
(1)    In this section the following words have the meanings indicated. 

 
(2)    “Electronic communication” means the act of transmitting any information, data, writing, image, or 
communication by the use of a computer or any other electronic means, including a communication that involves 
the use of e–mail, an instant messaging service, an Internet website, a social media application, a network call, a 
facsimile machine, or any other Internet–based communication tool. 
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(3)    “Electronic conduct” means the use of a computer or a computer network to: 

(i) build a fake social media profile; 
(ii) pose as another, including a fictitious person in an electronic communication; 
(iii) disseminate or encourage others to disseminate information concerning the sexual activity, as 

defined in § 3–809 of this subtitle, of a minor; 
(iv) disseminate a real or doctored image of a minor; 
(v) engage or encourage others to engage in the repeated, continuing, or sustained use of electronic 

communication to contact a minor; 
(vi) make a statement to provoke a third party to stalk or harass a minor; or 
(vii) subscribe a minor to a pornographic website. 

 
(4)    “Instant messaging service” means a computer service allowing two or more users to communicate with 
each other in real time. 

 
(5)    “Interactive computer service” means an information service, system, or access software provider that 
provides or enables computer access by multiple users to a computer server, including a system that provides 
access to the Internet and cellular phones. 

 
(6)    “Social media application” means any program, software, or website that allows a person to become a 
registered user for the purpose of establishing personal relationships with one or more other users through: 
 

          (i)    direct or real–time communication; or 
             (ii)    the creation of websites or profiles capable of being viewed by the public or other users. 
 

(7)    “Social media profile” means a website or profile created using a social media application. 
 
(b)     

(1)    A person may not maliciously engage in a course of conduct, through the use of electronic communication, 
that alarms or seriously annoys another: 

          (i)    with the intent to harass, alarm, or annoy the other; 
          (ii)    after receiving a reasonable warning or request to stop by or on behalf of the other; and 
              (iii)    without a legal purpose. 

 
(2)    A person may not use an interactive computer service to maliciously engage in a course of conduct that 
inflicts serious emotional distress on a minor or places a minor in reasonable fear of death or serious bodily injury 
with the intent: 

              (i)    to kill, injure, harass, or cause serious emotional distress to the minor; or 
               (ii)    to place the minor in reasonable fear of death or serious bodily injury. 
 
       (3)    A person may not maliciously engage in an electronic communication if: 
               (i)    the electronic communication is part of a series of communications and has the effect of: 
                  1.    intimidating or harassing a minor; and 
                 2.    causing physical injury or serious emotional distress to a minor; and 
              (ii)    the person engaging in the electronic communication intends to: 
                  1.    intimidate or harass the minor; and 
                  2.    cause physical injury or serious emotional distress to the minor. 
 
 

(4)    A person may not maliciously engage in a single significant act or course of conduct using an electronic 
communication if: 

              (i)    the person’s conduct, when considered in its entirety, has the effect of: 
                  1.    intimidating or harassing a minor; and 
                  2.    causing physical injury or serious emotional distress to a minor; 
             (ii)    the person intends to: 
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                  1.    intimidate or harass the minor; and 
2.    cause physical injury or serious emotional distress to the minor; and 

 
              (iii)    in the case of a single significant act, the communication: 

1. is made after receiving a reasonable warning or request to stop; 
2. is sent with a reasonable expectation that the recipient would share the communication with a 

third party; or 
3. shocks the conscience. 
4.  

(5)    A person may not maliciously engage in electronic conduct if: 
 
              (i)    the act of electronic conduct has the effect of: 
                  1.    intimidating or harassing a minor; and 

2.    causing physical injury or serious emotional distress to a minor; and 
(ii)    the person intends to: 

1.  intimidate or harass the minor; and 
2. cause physical injury or serious emotional distress to the minor. 

 
(6)    A person may not violate this section with the intent to induce a minor to commit suicide. 

 
(c)    It is not a violation of this section for any of the following persons to provide information, facilities, or technical 
assistance to another who is authorized by federal or State law to intercept or provide electronic communication or to 
conduct surveillance of electronic communication, if a court order directs the person to provide the information, facilities, 
or technical assistance: 
         (1)    a provider of electronic communication; 
         (2)    an officer, employee, agent, landlord, or custodian of a provider of electronic communication; or 

(3)    a person specified in a court order directing the provision of information, facilities, or technical assistance to 
another who is authorized by federal or State law to intercept or provide electronic communication or to conduct 
surveillance of electronic communication. 

 
 (d)    Subsection (b)(1) through (5) of this section does not apply to a peaceable activity: 

(1) intended to express a political view or provide information to others; or 
(2) conducted for a lawful purpose. 

 
 (e)     

(1)    A person who violates subsection (b)(1), (2), (3), (4), or (5) of this section is guilty of a misdemeanor and on 
conviction is subject to imprisonment not exceeding 3 years or a fine not exceeding $10,000 or both. 
(2)    A person who violates subsection (b)(6) of this section is guilty of a misdemeanor and on conviction is 
subject to imprisonment not exceeding 10 years or a fine not exceeding $10,000 or both. 

 

Penalties 

Maryland Criminal Code, § 3-805. Misuse of electronic communication or interactive computer service 

A violation of § 3-805 is a misdemeanor punishable by imprisonment up to three years and/or a fine up to $10,000. 

Summary 

A person misuses electronic communications or interactive computer services when they engage in a course of conduct 

through electronic communication that seriously annoys or alarms another person with the intent to harass, alarm, or 

annoy the person, after a request to stop, and without a legal purpose. If convicted, a person faces imprisonment up to 

three years and/or a fine up to $10,000. 
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Template for Notifying Violators 

Below is a sample template for notifying perpetrators regarding their conduct relative to the code. 

 

Maryland Criminal Code, § 3-805 prohibits using electronic communication to engage in a course of conduct which 
threatens, alarms, or intimidates another. [Insert here a description of the conduct with a date – for example: On August 
28, 2021, you emailed the Secretary of Health ten profane emails without stating a clear purpose and after being told to 
stop. This may constitute a violation of §3-805. If convicted, you face imprisonment up to three years and/or a fine up to 
$10,000. 

• If the conduct is extreme, add: We have notified the [insert proper law enforcement agency] of this conduct.  

• If the conduct does not rise to the level of reporting, add: Should you repeat this conduct, we may report the 

matter to [insert proper law enforcement agency]. 


