
 

   LEGAL PROTECTIONS FOR PUBLIC HEALTH OFFICIALS: DOXING 

Kentucky Fact Sheet 

50-State Survey Summary  
Doxing involves collecting personal information about an individual, such as their home address and personal phone 

number, and publishing that information on the internet. This personal information may be used by viewers to send 

threatening mail or other harassing messages and to stage protests in front private residences. Nationwide, state and 

local public health officials working to protect the public from COVID-19 are on the receiving end of threatening and 

harassing conduct for simply fulfilling their duty to protect the public health. One form of such conduct is doxing. In 

response, the Network conducted research to examine whether the states and Washington, D.C., have criminal statutes 

or laws that establish private rights of action to punish individuals who engage in doxing that targets public health officials. 

Our research is presented in this chart. Thirteen states have adopted statutes to protect members of the public and/or 

those in certain professional occupations from doxing. Ten states protect all persons, Minnesota only applies to law 

enforcement officials, and Colorado and Oklahoma apply to a specific list of government officials. For example, Colorado’s 

law includes protections for “public health workers” and Oklahoma’s law applies to “public health officials.” Additionally, 

Kentucky offers both a criminal and civil remedy, Nevada and Oregon only have a civil remedy available, and the 

remaining ten states have enacted only criminal sanctions. States marked with an “x” have no such doxing statute.  

Below is more information on Kentucky’s law.  

Dissemination of Personally Identifying 

Information 

 

Kentucky Penal Code, § 525.085 Dissemination of personally identifying information 

(1) For the purposes of this section: 

(a) “Dissemination” means electronically publishing, posting, or otherwise disclosing information to a public 

Internet site or public forum; 
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(b) “Household member” means a person who regularly resides in the household or who within the six (6) months 

preceding the conduct of the offense regularly resided in the household; 

(c) “Immediate family member” means a parent, grandparent, spouse, child, stepchild, father-in-law, mother-in-

law, son-in-law, daughter-in-law, sibling, brother-in-law, sister-in-law, or grandchild; and 

(d) “Personally identifying information” means information that identifies or reasonably can be used to identify an 

individual, including but not limited to: 

1. Social Security number or other government-issued identifier; 

2. Date of birth; 

3. Home or physical address; 

4. Electronic-mail address or telephone number; 

5. Financial account number or credit or debit card number; 

6. Biometric, health, or medical data, or insurance information; or 

7. School or employment locations. 

 

(2) A person is guilty of disseminating personally identifying information about another person when, with the intent to 

intimidate, abuse, threaten, harass, or frighten a person who resides in the Commonwealth, he or she: 

(a) Intentionally disseminates the personally identifying information of the person or a person's immediate family 

member or household member; and 

(b) The dissemination would cause a reasonable person to be in fear of physical injury to himself or herself, or to 

his or her immediate family member or household member. 

 

(3) This section shall apply to electronic communications originating within or accessible within the Commonwealth. 

 

(4) Disseminating personally identifying information is a Class A misdemeanor, unless the dissemination results in: 

(a) Physical injury to the victim or to a victim's immediate family member or household member, in which case it is 

a Class D felony; 

(b) Serious physical injury to the victim or to a victim's immediate family member or household member, in which 

case it is a Class C felony; or 

(c) Death of the victim or of a victim's immediate family member or household member, in which case it is a Class 

B felony. 

 

(5) Nothing in this section shall be construed to impose liability on a broadband Internet access service provider, a 

telecommunications service provider, an interconnected VoIP provider, or a mobile service provider as defined in 47 

U.S.C. sec. 153, a commercial mobile service provider as defined in 47 U.S.C. sec. 332(d), or a cable operator as defined 

in 47 U.S.C. sec. 522, when acting in its capacity as a provider of those services. 

 

Penalties 

Kentucky Penal Code, § 532,090 Sentence of imprisonment for misdemeanor 

A violation of § 525.085 is a Class A misdemeanor if no physical injury, serious physical injury, or death results to the 

victim, a member of the victim’s immediate family, or a victim’s household member. A Class A misdemeanor is punishable 

by imprisonment of up to 12 months.  

Kentucky Penal Code, § 534.040 Fines for misdemeanors and violations 

A violation of § 525.085 is a Class A misdemeanor if no physical injury, serious physical injury, or death results to the 

victim, a member of the victim’s immediate family, or a victim’s household member. A Class A misdemeanor is punishable 

by a fine of up to $500.  
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Kentucky Penal Code, § 532.060 Sentence of imprisonment for felony; postincarceration separation 

A violation of § 525.085 is a Class D felony if the violation causes physical injury to the victim, a member of the victim’s 

immediate family, or a victim’s household member. A class D felony is punishable by one to five years imprisonment.  

A violation of § 535.085 is a Class C felony if the violation causes serious physical injury to the victim, a member of the 

victim’s immediate family, or a victim’s household member. A class C felony is punishable by five to ten years 

imprisonment.  

A violation of § 535.085 is a Class B felony if the violation causes death to the victim, a member of the victim’s immediate 

family, or a victim’s household member. A class B felony is punishable by ten to twenty years imprisonment.  

Kentucky Penal Code, § 534.030 Fines for felonies 

A violation of § 525.085 is a felony if the violation causes physical injury, serious physical injury, or death to the victim, a 

member of the victim’s immediate family, or a victim’s household member. Any felony is punishable by a fine of $1,000 to 

$10,000.  

Kentucky Statutory Actions and Limitations, § 411.065 Action for disseminating personally identifying 
information; exemption of service providers 

A victim of a violation of § 525.085 may bring a civil action against their alleged perpetrator. If the victim is successful, the 

perpetrator shall be personally liable for actual and punitive damages, court costs, and reasonable attorney’s fees. 

Summary 

A person engages in dissemination of personal information if they intentionally disseminate the personally identifying 

information of another person or another person’s immediate family or household member with intent to intimidate, abuse, 

threaten, harass, or frighten them, when the dissemination would cause a reasonable person to be in fear of physical 

injury. If convicted, a person faces a fine of up to $1,000 and/or imprisonment up to one year. They may also be sued 

civilly.  

 

Template for Notifying Violators 

Below is a sample template for notifying perpetrators regarding their conduct relative to the code. 

Kentucky Penal Code, § 525.085 prohibits using intentional dissemination of another person’s personally identifiable 

information with intent to intimidate, abuse, threaten, harass, or frighten them. [Insert here a description of the conduct 

with a date – for example: On August 28, 2021, you shared the Kentucky Public Health Commissioner’s address on 

Facebook.] This may constitute a violation of § 525.085. If convicted, you face a fine of up to $1,000, imprisonment up to 

one year, and/or civil suit.  

• If the conduct is extreme, add: We have notified the [insert proper law enforcement agency] of this conduct.  

• If the conduct does not rise to the level of reporting, add: Should you repeat this conduct, we may report the 

matter to [insert proper law enforcement agency].  

 

 

 


