
 

LEGAL PROTECTIONS FOR PUBLIC HEALTH OFFICIALS: 
TECHNOLOGY AND HARASSMENT 

Illinois Fact Sheet 

50-State Survey Summary  
“Harassment” refers to a course of conduct which threatens, annoys, alarms, or causes fear for another person. Public 
health officials are experiencing an influx of harassment by phone, email, and other electronic means. In response, the 
Network conducted research to examine whether the states and Washington, D.C., have criminal statutes to punish 
individuals who harass others by using technology. In each state, we have identified at least one statute which has 
applicability to the most common issues relating to technology and harassment experienced by public health officials 
during the COVID-19 pandemic. Note: The term “stalk” refers to a broader course of conduct than “harass” and is included 
and described in greater detail in the 50-state survey. In this survey, we include the following types of statutes:  

Criminal Harassment by Electronic Communications: Many states have statutes that criminalize conduct if a person 

specifically uses an electronic device to harass another. Each state with such a law is included in the 50-state survey.  

General harassment: Nearly every state has a statute that criminalizes harassment. In the definition of harassment, most 

states reference a course of conduct that includes the use of electronic communications. In states without a statute that 

exclusively criminalizes harassment by use of electronic communications, we included the state’s general harassment 

statute if it referenced an electronic course of conduct. However, in Missouri, Nevada, and Utah the general harassment 

statutes do not reference an electronic course of conduct. Similarly, Washington D.C. uses “stalking” instead of 

“harassment.” We opted to include these because there is no existing criminal harassment by electronic communications 

statute and the general harassment statute in these states is broad enough to encompass harassment by use of 

electronic communications.   

Cyberstalking: Stalking generally refers to willfully and repeatedly following or harassing another person which results in a 

fear of injury or death. Although “stalking” and “harassment” are similar, stalking is broader in definition. Some states have 

statutes which criminalize the use of technology and stalking. These are often referred to as “cyberstalking” and are 

included in the 50-state survey as well. 

Below is more information on Illinois’s Harassment by Electronic Communications laws: 

https://www.networkforphl.org/wp-content/uploads/2022/03/Technology-and-Harassment-Survey-Final-1.pdf
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Harassment and Electronic Communications  

Illinois Criminal Code, § 26.5-3. Harassment through electronic communications 

(a) A person commits harassment through electronic communications when he or she uses electronic communication for 
any of the following purposes: 
 

(1) Making any comment, request, suggestion or proposal which is obscene with an intent to offend; 
 
(2) Interrupting, with the intent to harass, the telephone service or the electronic communication service of any 
person; 
 
(3) Transmitting to any person, with the intent to harass and regardless of whether the communication is read in 
its entirety or at all, any file, document, or other communication which prevents that person from using his or her 
telephone service or electronic communications device; 
 
(4) Transmitting an electronic communication or knowingly inducing a person to transmit an electronic 
communication for the purpose of harassing another person who is under 13 years of age, regardless of whether 
the person under 13 years of age consents to the harassment, if the defendant is at least 16 years of age at the 
time of the commission of the offense; 
 
(5) Threatening injury to the person or to the property of the person to whom an electronic communication is 
directed or to any of his or her family or household members; or 
 
(6) Knowingly permitting any electronic communications device to be used for any of the purposes mentioned in 
this subsection (a). 

 
(b) Telecommunications carriers, commercial mobile service providers, and providers of information services, including, 
but not limited to, Internet service providers and hosting service providers, are not liable under this Section, except for 
willful and wanton misconduct, by virtue of the transmission, storage, or caching of electronic communications or 
messages of others or by virtue of the provision of other related telecommunications, commercial mobile services, or 
information services used by others in violation of this Section. 
 

Penalties 

Illinois Criminal Code, § 5-4. 5-60. Class B Misdemeanors 

A violation of § 26.5-3 is a Class B misdemeanor punishable by imprisonment up to six months and/a fine up to 1,500, 

with heightened penalties for aggravating offenses. 

Summary 

A person commits this crime when they use electronic communications to make obscene comments with intent to offend, 

interrupt the telecommunication service of a person, harass or threaten injury to the person, their family members, or their 

property, or knowingly permitting electronic communications to be used for this purpose. If convicted, a person faces 

imprisonment up to six months and/a fine up to 1,500, with heightened penalties for aggravating offenses. 

 

Template for Notifying Violators 
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Below is a sample template for notifying perpetrators regarding their conduct relative to the code. 

 

Illinois Criminal Code, § 26.5-3 prohibits using electronic communication to engage in a course of conduct which 

threatens, alarms, or intimidates another. [Insert here a description of the conduct with a date – for example: On August 

28, 2021, you emailed the Director of Public Health ten profane emails without stating a clear purpose. This may 

constitute a violation of §26.5-3. If convicted, you face imprisonment up to six months and/or a fine up to 1,500, with 

heightened penalties for aggravating offenses. 

• If the conduct is extreme, add: We have notified the [insert proper law enforcement agency] of this conduct.  

• If the conduct does not rise to the level of reporting, add: Should you repeat this conduct, we may report the 

matter to [insert proper law enforcement agency].  

Illinois Criminal Code, § 26.5-2. Harassment by telephone 

(a) A person commits harassment by telephone when he or she uses telephone communication for any of the following 
purposes: 
 

(1) Making any comment, request, suggestion or proposal which is obscene, lewd, lascivious, filthy or indecent 
with an intent to offend; 
 
(2) Making a telephone call, whether or not conversation ensues, with intent to abuse, threaten or harass any 
person at the called number; 
 
(3) Making or causing the telephone of another repeatedly to ring, with intent to harass any person at the called 
number; 
 
(4) Making repeated telephone calls, during which conversation ensues, solely to harass any person at the called 
number; 
 
(5) Making a telephone call or knowingly inducing a person to make a telephone call for the purpose of harassing 
another person who is under 13 years of age, regardless of whether the person under 13 years of age consents 
to the harassment, if the defendant is at least 16 years of age at the time of the commission of the offense; or 
 
(6) Knowingly permitting any telephone under one's control to be used for any of the purposes mentioned herein. 

 
(b) Every telephone directory published for distribution to members of the general public shall contain a notice setting forth 
a summary of the provisions of this Section. The notice shall be printed in type which is no smaller than any other type on 
the same page and shall be preceded by the word “WARNING”. All telephone companies in this State shall cooperate with 

law enforcement agencies in using their facilities and personnel to detect and prevent violations of this Article. 

 

Penalties 

Illinois Criminal Code, § 5-4. 5-60. Class B Misdemeanors 
 

A violation of § 26.5-2 is punishable by up to six months imprisonment and/or a fine of $75 to $1,500; increasing penalties 

for aggravating factors. 
 

Summary 



 

Page 4 

A person commits this crime when they use a telephone to call a person with the intent to abuse, threaten, or harass, 

make obscene or indecent comments with intent to offend, or make repeated calls with intent to harass. If convicted, a 

person faces up to six months imprisonment and/or a fine of $75 to $1,500. Increasing penalties may be implemented for 

aggravating factors. 

 

Template for Notifying Violators 

Below is a sample template for notifying perpetrators regarding their conduct relative to the code. 

 

Illinois Criminal Code, § 26.5-2 prohibits using a phone to engage in a course of conduct which threatens, alarms, or 

intimidates another. [Insert here a description of the conduct with a date – for example: On August 28, 2021, you 

contacted the Director of Public Health by phone ten times and threatened bodily injury.] This may constitute a violation 

of §26.5-2. If convicted, you face imprisonment up to six months and/or a fine up to $1,500, with heightened penalties for 

aggravating offenses. 

• If the conduct is extreme, add: We have notified the [insert proper law enforcement agency] of this conduct.  

• If the conduct does not rise to the level of reporting, add: Should you repeat this conduct, we may report the 

matter to [insert proper law enforcement agency]. 

 


