
 

LEGAL PROTECTIONS FOR PUBLIC HEALTH OFFICIALS: DOXING 

Colorado Fact Sheet 

50-State Survey Summary 
Doxing involves collecting personal information about an individual, such as their home address and personal phone 
number, and publishing that information on the internet. This personal information may be used by viewers to send 
threatening mail or other harassing messages and to stage protests in front private residences. Nationwide, state and 
local public health officials working to protect the public from COVID-19 are on the receiving end of threatening and 
harassing conduct for simply fulfilling their duty to protect the public health. One form of such conduct is doxing. In 
response, the Network conducted research to examine whether the states and Washington, D.C., have criminal statutes 
or laws that establish private rights of action to punish individuals who engage in doxing that targets public health officials. 
Our research is presented in this chart. Thirteen states have adopted statutes to protect members of the public and/or 
those in certain professional occupations from doxing. Ten states protect all persons, Minnesota only applies to law 
enforcement officials, and Colorado and Oklahoma apply to a specific list of government officials. For example, Colorado’s 
law includes protections for “public health workers” and Oklahoma’s law applies to “public health officials.” Additionally, 
Kentucky offers both a criminal and civil remedy, Nevada and Oregon only have a civil remedy available, and the 
remaining ten states have enacted only criminal sanctions. States marked with an “x” have no such doxing statute.   

Below is more information on Colorado’s law.  

Personal Information on the Internet 

Colorado Criminal Code, § 18-9-313 Personal information on the internet – victims of domestic violence, sexual 
assault, and stalking  

(1) As used in this section, unless the context otherwise requires: 

(a) "Human services worker" means: 

(I) A state or county employee, or an attorney representing the state or county, who is engaged in 

investigating or taking legal action regarding allegations of child abuse or neglect pursuant to article 3 of 

title 19, and a state or county support staff person who has contact with the public relating to these 

allegations; 

(II) A state or county employee, or an attorney representing the state or county, who is engaged in 

investigating or taking legal action regarding allegations of mistreatment of an at-risk adult pursuant to 
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article 3.1 of title 26, and a state or county support staff person who has contact with the public relating to 

these allegations; 

(III) A state or county employee, including a county attorney or an employee of a person under contract 

with a state or county, who is engaged in establishing, modifying, and enforcing child support orders 

pursuant to article 13 of title 26, and a state or county support staff person who has contact with the 

public relating to these duties; 

(IV) A state or county employee, including a county attorney, who is engaged in determining eligibility for 

or investigating fraud in public programs established in article 2 of title 26, and who has contact with the 

public relating to these duties; or 

(V) An employee of a juvenile detention facility established and operated pursuant to section 19-2.5-1502 

or an employee of the division of youth services within the department of human services, including an 

employee under contract with the division of youth services, who has contact with juveniles involved with 

youth services. 

(b) "Immediate family" means a protected person's spouse, child, or parent or any other blood relative who lives in 

the same residence as the protected person. 

(b.5) "Judge" has the same meaning as defined by section 18-8-615 (3). 

(c) [Repealed by 2021 amendment.] 

(d) "Participant in the address confidentiality program" means an individual accepted into the address 

confidentiality program in accordance with part 21 of article 30 of title 24. 

(d.5) "Peace officer" has the same meaning as described in section 16-2.5-101. 

(e) "Personal information" means the home address, home telephone number, personal mobile telephone 

number, pager number, personal e-mail address, or a personal photograph of a participant in the address 

confidentiality program or protected person; directions to the home of a participant in the address confidentiality 

program or protected person; or photographs of the home or vehicle of a participant in the address confidentiality 

program or protected person. 

(e.5) "Prosecutor" has the same meaning as defined in section 18-8-616 (3). 

(f) "Protected person" means a human services worker, a judge, a peace officer, a prosecutor, a public defender, 

or a public safety worker. 

(f.6) "Public defender" means an attorney employed by the office of the state public defender created in section 

21-1-101, or an attorney employed by the office of alternate defense counsel created in section 21-2-101. 

(g) "Public health worker" means: 

(I) An employee, contractor, or employee of a contractor of the department of public health and 

environment, created in section 25-1-102, who is engaged in public health duties, as described in section 

25-1.5-101; 

(II) An employee, contractor, or employee of a contractor of a county or district public health agency, as 

defined in section 25-1-502, who is engaged in public health duties, as described in section 25-1-506; or 

(III) A member of a county or district board of health, other than an elected county commissioner. 

(h) "Public safety worker" means: 

(I) An employee, contractor, or an employee of a contractor of the department of corrections who has 

contact with persons in the custody of the department of corrections or with the family or associates of 

such persons; 

(II) A noncertified deputy sheriff or detention officer, as described in section 16-2.5-103 (2), who has 

contact with inmates; or 

(III) An employee, contractor, or an employee of a contractor of a community corrections program, as 

defined in section 17-27-102, who has contact with offenders in a community corrections program. 

 

(2.5) An address confidentiality program participant may submit a written request to a state or local government official 

and follow the process in section 24-30-2108, C.R.S., including the presentation of a valid address confidentiality program 

authorization card. If a state or local government official has received the above information, then the state or local 

government official shall not knowingly make available on the internet personal information about such participant in the 
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address confidentiality program or the actual address, as defined in section 24-30-2103(1), C.R.S., of such participant in 

the address confidentiality program. 

 

(2.7) It is unlawful for a person to knowingly make available on the internet personal information about a protected person 

or the protected person's immediate family if the dissemination of personal information poses an imminent and serious 

threat to the protected person's safety or the safety of the protected person's immediate family and the person making the 

information available on the internet knows or reasonably should know of the imminent and serious threat. 

 

(2.8) 

(a) A protected person may submit a written request pursuant to subsection (2.8)(b) of this section to a state or 

local government official to remove personal information from records that are available on the internet. If a state 

or local government official receives the written request, then the state or local government official shall not 

knowingly make available on the internet personal information about the protected person or the protected 

person's immediate family. 

(b) A protected person's written request to a state or local government official to remove records that the official 

makes available on the internet must include: 

(I) Evidence that the person submitting the request is a protected person, as defined in subsection (1) of 

this section; and 

(II) An affirmation stating under penalty of perjury that the person submitting the request has reason to 

believe that the dissemination of the personal information contained in the records that the official makes 

available on the internet poses an imminent and serious threat to the person's safety or the safety of the 

person's immediate family. 

 

(3) A violation of subsection (2.7) of this section is a class 1 misdemeanor. 

 

Penalties 

Colorado Criminal Code, § 18-1.3-501 Misdemeanors classified – drug misdemeanors and drug petty offenses 
classified – penalties – legislative intent – definitions  

A violation of §18-9-313 is a misdemeanor in the first degree. Violations occurring before March 1, 2022, are punishable 

by six to eighteen months imprisonment and/or a fine of $500 to $5,000. Violations occurring on or after March 1, 2022, 

are punishable by up to 364 days imprisonment and/or a fine of up to $1,000.  

Summary 

A person engages in impermissibly sharing personal information on the internet when they knowingly make the 

information of a protected person or their immediate family available which poses a serious threat to the protected person 

or their family’s safety. The person sharing the information knows or reasonably should know about that threat. “Protected 

person(s)” includes “public health worker(s),” who are employees, contractors, and employees of contractors of the 

department of health and environment and county or district public health agencies who engages in public health duties. 

“Public health worker(s) also include un-elected members of county and district boards of health. If convicted, a person 

faces imprisonment and/or fines.  

 

Template for Notifying Violators 

Below is a sample template for notifying perpetrators regarding their conduct relative to the code. 

Colorado Criminal Code, § 18-9-313 prohibits sharing the personal information of a public health worker or their 

immediate family on the internet when it poses a serious threat to their safety. [Insert here a description of the conduct 

with a date – for example: On August 28, 2021, you shared the Colorado Public Health Executive Director’s address on 
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Facebook.] This may constitute a violation of § 18-9-313. If convicted, you face [for violations before March 1, 2022: a fine 

of up to $5,000 and imprisonment up to eighteen months; for violations on or after March 1, 2022: a fine of up to $1,000 

and/or imprisonment up to 364 days]. 

• If the conduct is extreme, add: We have notified the [insert proper law enforcement agency] of this conduct.  

• If the conduct does not rise to the level of reporting, add: Should you repeat this conduct, we may report the 

matter to [insert proper law enforcement agency].  

 

 

 

 

 

 


