
 

LEGAL PROTECTIONS FOR PUBLIC HEALTH OFFICIALS: DOXING 

California Fact Sheet 

50-State Survey Summary  
Doxing involves collecting personal information about an individual, such as their home address and personal phone number, and 
publishing that information on the internet. This personal information may be used by viewers to send threatening mail or other 
harassing messages and to stage protests in front private residences. Nationwide, state and local public health officials working to 
protect the public from COVID-19 are on the receiving end of threatening and harassing conduct for simply fulfilling their duty to protect 
the public health. One form of such conduct is doxing. In response, the Network conducted research to examine whether the states and 
Washington, D.C., have criminal statutes or laws that establish private rights of action to punish individuals who engage in doxing that 
targets public health officials. Our research is presented in this chart. Thirteen states have adopted statutes to protect members of the 
public and/or those in certain professional occupations from doxing. Ten states protect all persons, Minnesota only applies to law 
enforcement officials, and Colorado and Oklahoma apply to a specific list of government officials. For example, Colorado’s law includes 
protections for “public health workers” and Oklahoma’s law applies to “public health officials.” Additionally, Kentucky offers both a 
criminal and civil remedy, Nevada and Oregon only have a civil remedy available, and the remaining ten states have enacted only 
criminal sanctions. States marked with an “x” have no such doxing statute.   

Below is more information on California’s law.  

Prohibited Distribution or Publication of 

Personal Identifying Information 

California Penal Code, § 653.2 Prohibited distribution or publication of personal identifying information  

(a) Every person who, with intent to place another person in reasonable fear for his or her safety, or the safety of the other person’s 

immediate family, by means of an electronic communication device, and without consent of the other person, and for the purpose of 

imminently causing that other person unwanted physical contact, injury, or harassment, by a third party, electronically distributes, 

publishes, e-mails, hyperlinks, or makes available for downloading, personal identifying information, including, but not limited to, a 

digital image of another person, or an electronic message of a harassing nature about another person, which would be likely to incite or 

produce that unlawful action, is guilty of a misdemeanor punishable by up to one year in a county jail, by a fine of not more than one 

thousand dollars ($1,000), or by both that fine and imprisonment. 
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(b) For purposes of this section, “electronic communication device” includes, but is not limited to, telephones, cell phones, computers, 

Internet Web pages or sites, Internet phones, hybrid cellular/Internet/wireless devices, personal digital assistants (PDAs), video 

recorders, fax machines, or pagers. “Electronic communication” has the same meaning as the term is defined in Section 2510(12) of 

Title 18 of the United States Code. 

 

(c) For purposes of this section, the following terms apply: 

(1) “Harassment” means a knowing and willful course of conduct directed at a specific person that a reasonable person would 

consider as seriously alarming, seriously annoying, seriously tormenting, or seriously terrorizing the person and that serves no 

legitimate purpose. 

(2) “Of a harassing nature” means of a nature that a reasonable person would consider as seriously alarming, seriously 

annoying, seriously tormenting, or seriously terrorizing of the person and that serves no legitimate purpose. 

 

Penalties 

California Penal Code, § 653.2 Electronic communication device; prohibited distribution or publication of personal identifying 
information; definitions 

A violation of § 653.2 is a misdemeanor, punishable by imprisonment of up to one year and a fine of up to $1,000. 

Summary 

A person engages in prohibited distribution or publication of personal identifying information if they electronically distribute, publish, e-

mail, hyperlink, or make available for download personal identifying information about another person. The act must take place without 

that person’s consent, with the intent to place them or their immediate family in fear for their safety, and to cause unwanted physical 

contact, injury, or harassment by a third party. A violation of this law may result in imprisonment up to one year and/or a fine up to 

$1,000.  

 

Template for Notifying Violators 

Below is a sample template for notifying perpetrators regarding their conduct relative to the code. 

California Penal Code, § 653.2 prohibits electronic distribution of another person’s personal identifying information to cause fear or 

unwanted physical contact, injury, or harassment by a third party. [Insert here a description of the conduct with a date – for example: On 

August 28, 2021, you shared the California Public Health Director’s address on Facebook.] This may constitute a violation of § 653.2. If 

convicted, you face a fine of up to $1,000 and/or imprisonment up to one year. 

• If the conduct is extreme, add: We have notified the [insert proper law enforcement agency] of this conduct.  

• If the conduct does not rise to the level of reporting, add: Should you repeat this conduct, we may report the matter to [insert 

proper law enforcement agency].  

 

 

 

 

 

 

 

 


